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Pe3tome: OCHOBHOM LIEJIbIO CUCTEMATUYECKOM paboThl TOPHOLOOBIBAOIINX IPEANPUATHIL B 061acTH 0OecreueHns 6e30macHo-
CTU BeJIeHUs TOPHBIX PaboT ABJAETCS He a0CTPAKTHOE CHUKEHHE I0Ka3aTesis IIPOU3BOICTBEHHOIO TPAaBMAaTU3Ma, a IIPeI0TBPa-
IleHre OMACHBIX UHIUIEHTOB KOHKPETHBIMU MepaMH. Takue Mephl Ha COBPEMEHHOM YPOBHE TEXHUKU MOTYT HaIeXHO o0e-
CIIEYMBATHCA 3a CUET MOCTPOEHUS eIMHOIN IU(POBOIT Cpebl OMACHOTO MPOU3BOACTBEHHOrO 00beKTa. Peanuszanus mpoeKToB
1o U(pPOBU3AIUHU PYAHUKOB TpeOyeT IpUMEHEeHU MYJIbTUCEPBUCHBIX CETell B KAauecTBe eAMHOI Cpebl Mepeaaud JaHHbIX.
B craTbe paccMoTpeHsl TpeOOBAaHUSA K TAKUM CEeTSM, PoOjieMbl BbIOOpa 6a30BOi TeXHOIOTHH, IPEUMYIIECTBA U HeIOCTATKA
CYLIECTBYOIIKX pereHuil. Ha mpumepe oTe4ecTBEHHOTO TEXHUYECKOrO pellleHusI I0Ka3aHo, [I0UeMy OITUMaIbHOMU TEXHOJIOTH-
el ¢ TOUKH 3peHus 3¢ PeKTUBHOCTU U CTOUMOCTH SIBJISIOTCS TTpoMbliniuieHHble Wi-Fi ceTu A7 moCcTpoeHus HaZeKHBIX BBICOKO-
HAarpy>kKeHHBIX MHOTO(YHKIMOHAIBHBIX CUCTEM 0€30IMaCHOCTH U CBA3U HA TOPHOMOOBIBAIONIUX NpeanpuaTusx. CoBpeMeHHbIe
Moaudukanuu cranaapra Wi-Fi I03BOJIAI0T 0XBAaTHIBATD BCe OOJIBIIIE TEXHOIOTUUECKUX BO3MOKHOCTEIN: OIpeie/IeHe MeCTOIIO-
JIOSKeHU s, MOHUTOPUHT OO'bEeKTOB 3a CTEHOM, 3aXBaT U PACIO3HABAHNE IBIKEHUN U JKeCTOB. PacTeT U mpormyckHas crocobHOCTb
KaHanoB. Kaskzaple 2—3 rofa BbIXOAAT HOBble MOTUGUKAIMK CTAHAAPTOB U COOTBETCTBEHHO 0OOPYIOBAHUE C UX IIOIIEPKKOM.
B 2024 r. mnaHupyercs K BbIXOAy HOBBIHA cranaapT Wi-Fi 7 (IEEE802.11be), mossonsmomuii 06ecrneunTs CKOPOCTh Mepeiaun JaH-
HBIX 710 46 TOUT/C, a TaK’Ke BOSMOKHOCTH IAapajUIeIbHOTO UCIIOIb30BAHUS HECKOIBKUX TOUEK JOCTYIIA, YTO YBEIUUUBAET TUb-
KOCTb CETH, ee Harpy304HYI0 CIIOCOOHOCTh U CTA0MIBHOCTD PAAMOCUTHANIA IS IIOAK/II0UAEMbIX KJIMEHTCKUX YCTPOICTB.
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Abstract: The main objective of systematic efforts of mining enterprises in securing the safety of mining operations is not an
abstract reduction in the workplace injury rates, but prevention of dangerous incidents through specific measures. At the current
technological state, such measures can be reliably ensured through building a unified digital environment of a hazardous
production facility. Implementation of the mine digitalization projects requires application of multi-service networks as a unified
data transmission environment. The article discusses the requirements for such networks, the challenges of selecting the core
technology, as well as advantages and disadvantages of existing solutions. Using the case of a Russian technical solution, it is
shown why in terms of efficiency and cost the optimal technology to create reliable high-load multi-functional security and
communication systems at mining enterprises is the industrial Wi-Fi networks. Modern modifications of the Wi-Fi standard make
it possible to cover more and more technological possibilities, e.g. location detection, monitoring of objects behind walls, motion
and gesture capture and recognition. The channel bandwidth is also growing. Every 2-3 years, new modifications of standards
and, accordingly, equipment with their support are released. In 2024, a new Wi-Fi 7 standard (IEEE802.11be) is planned to be
released, which allows to provide data transmission speeds of up to 46 Gbps, as well as the ability to use several access points
in parallel, which increases the flexibility of the network, its load capacity and stability of the radio signal for connected client
devices.
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Beengenue

3a mocsenHee JeCATUIETHE OTEYECTBEHHbIE TOPHOIOOBIBA-
IOIllKe MPEANpPUATHS U PYAHUKA B OsKaiiiieM 3apyOesbe
(CHT) B GO/IBIIMHCTBE CBOEM HAKOIUIA HEMAJIBI OIBIT B I10-
CTPOEHHMH CTpaTeruil 1U(pPOBOro pasBUTHUSA, a TAKKE B IKC-
IUIyaTaluy PAAa IPOrpaMMHBIX M allapaTHBIX IIaTdopM,
Ha KOTOPHIX JJaHHbIE CTPATeruu ObUIA KaK MUHUMYM arpobu-
poBanbl. K cerofHsmeMy AHIO BCe OHHU IOAOLUIA C PA3HBIM
«bara>koM», 4aCTO YCTAPEBIIUM U IPEICTaBIAIUM Cob0i
TOT CaMBblIii «ueMopiaH 6e3 pyuku». U eciiv mpo 0O'beKTH Ha3eM-
HOI1 MHGPACTPYKTYpBI (Kapbepbl, oboraTuresbuble Gadbpuku)
MOXXHO CKa3aTb, UYTO TeXHUUYECKUI YPOBEHb PEIIeHUI A0CTa-
TOYHO BBICOKHIL, TO C 0OBEKTAMU MOA3EMHBIMU (COOCTBEHHO
PYOHUKAMU) BOIIPOC PelleH He TaK XOpoIo. Kak Hu CI05KHO
IIpHU3HAaBATb HOpOfI, 4YTO T€ UJIN WUHbIE TEXHUYECKUE pPEIICHUA
okasanu cebs He ONTUMAJIbHBIMU HIH He JAJIU OKUAAeMbIX
Pe3yJIbTaToB B JOATOCPOYHOI MI€PCIEeKTUBE, IIepe ] IIPOU3BOI-
CTBEHHUKAMH ITO-TIPEKHEMY CTOMUT BOIPOC BhiGOpa 6a30BOI
TeXHOJIOTHH Il IIOCTPOEHH S eIUHOM HUGPOBOM CPeIbl e -
npuatus. Hesb3s [pu 5TOM CHUMATh CO CUETOB UMEIOLIUeCcs
Ha MIPOU3BOACTBEHHBIX 00BEKTAX TEXHUYECKUE CHUCTEMBI, KO-
TOpble TpeOYIOT MOAEPHU3ALUM, PACIIUPEHU U MOIepsKa-
HUS [10 MEHbIIel Mepe Ha IIeproj] CPOKA OKYIIaeMOCTH.

Ha mpakTuke 3amauy ocTpoeHust nudpoBOM Cpemsl «yM-
HOTO pyJIHHKa» nopy4amnT IT-pykoBonuTesnsM, a KOMy Kak He
UM 3HATD, YTO C60p JaHHBIX IJIA IIOCTPOEHUI, MOHUTOPHHIA 1
yrpasseHus: {UGPOBBIM JBOMHUKOM IIPEAIIPUITHS HEBO3MO-
>xeH 0e3 ceTu mepenavyu JAHHBIX. Pa3BepThiBaHHE BHICOKOHA-
IPY’KEHHBIX CHCTeM TpeOyeT MpeaBapUTeNIbHOrO IIPOEKTUPO-
BaHUS U OCO3HAHHOTO BbIOOpa 6a30B0I TeXHOMIOruU cBA3h. OT
ee HaJeXHOCTH 3aBUCHUT CBOEBPEMEHHAs J0CTaBKa JaHHbIX,
KOTOpbIE MOTYT IIO3BOJIUTh MIPEAOTBPATUTh aBapuio. [l oT-
€UeCTBeHHBIX MPEANPUATUIN B TEKyllell SKOHOMHUYECKON CH-
Tyaluu BHIOOP TEXHUYECKUX DEIIeHUI OrpaHUuYeH pPHIHKOM
cucreM, pa3pabOTaHHBIX U U3TOTOBJIEHHBIX B Poccun. OnHako
9TO OrpaHUYEHUEe MOKHO PACCMATPUBATD U C ITOJIOSKUTEIBHOI
CTOPOHBL: MaJI0 UHOCTPAHHBIX MIPOU3BOAUTENIEI TIPU MTOCTAB-
Ke CHCTeM aBTOMAaTU3aluH, 0e30MaCHOCTH U CBA3U TOTOBBI
B34Tb HA Ce0S OTBETCTBEHHOCTH 3a HAJIEKHOCTb KOMIUIEKCHO-
TO penieHus, a He OTAEJIbHbIX yBJIOB WUJIN IIOACUCTEM. [[aJIee II0
TEKCTY CTAaTbU IIPUBOAUTCS O630p JAOCTYIIHBIX TEeXHOJIOTUHN U
[IPUMEp ONTUMAJILHOrO C TOYKHU 3PEHUS ABTOPA TEXHUYECKOTO
pelieHus Ha 6aze 060pyIOBAHUS POCCUIICKOTrO IIPOU3BOJCTBA.

3amauu, KOTOpbIE XO/I>KHA PelIaTh CeTh,
u TpeboBaHU K Hell

TexHomornyeckass ceTb HA MPOU3BOJACTBEHHBIX ILIOIIAM-
Kax B COBPEMEHHBIX peajuax 00ecreuruBaeT BO3MOKHOCTD
pa3BepThIBaHUS (HA MOBEPXHOCTU U B IOA3€MHBIX TOPHBIX
BBIPA0OTKAX) HE TOJIBKO CHUCTEM TOJIOCOBOM CBA3U (TenedoH-
HOI, MoOmnbHOM, PTT), HO TakKe U CHCTEM BBICOKOTOYHOIO
MMO3UIIMOHUPOBAHUS [TIEPCOHANA U TPAHCIOPTA, MOHUTOPUHTA
COCTOSAHUMI COpr}.’[HI/IKOB, TEeJIEeMETPUU TEXHUYECKUX CPEICTB
B ACYTI], cucrem razoananusa, reonHGOPMAIMOHHBIX CUCTEM,
CUCTEM I/IHTeJIJIeKTyaJIbHOfI BUZI€COAHATIUTHUKU IJI1 TOPHBIX pa-
60T. OTCIONA BBITEKAIOT TPe6OBAHMUS K IIPOEKTUPOBAHUIO TAKUX
MYJIBTUCEPBUCHBIX ceTeil. Cefyer OTMEeTUTh, YTO HA TOPHO-
JOOBIBAIOIIUX IIPEANPUITUAX CYILIECTByeT TpaduK, KOTOPbIi
HeTOJIepaHTeH K 3a/iep>KKaM, JKUTTepy U UHTepbepeHIInH.
B wactHOCTH, [UI CUCTEM OIpenesieHUsI MeCTOIOJIOKEeHU
ompesiesieHbl TPeOOBAHMS «peajbHOrO BpeMeHW» (maHHbIe
JIOJKHBI OOHOBJIATHCS HE peske, 4eM pas B 5 ¢), uTo obecre-
YUBAeT He TOJIbKO OIEPAaTUBHYIO PaboTy IepcoHana, HO U
6esomacHoCTh BemeHus pabor (paboraer Ha mpemoTBpalle-
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HUE UHIMEHTOB), @ TAK)Ke CYIIEeCTBEHHO objerdaer MOUCK
MOCTPAAaBLINX IIpU aBapusx. K mpumepy, 6eCIipoBOAHYIO CETh
Jla’ke UCIIOJIb3YIOT [JIsl B3PBIBHBIX PA0OT — 3/1€Ch KpaiiHe BasK-
Ha CcTadUIbHOCTD cUrHana. COOTBETCTBEHHO (POPMYIUPYIOTCA
orpeieieHHble TPeOOBAHKA K IIPOITYCKHOM CIIOCOOHOCTH U Ha-
JE>KHOCTH HUJIH, C HpaKTqucKOﬁ TOYKHU 3PEHUS, K <CKUBYUECTU»
ceru. [Togpo6HO aHanu3 TpeOOBAHUM K MYJIBTUCEPBUCHBIM Ce-
TAM JO0OBIBAIOIIErO IIPEIIPUATHS HA [IPUMEPE YTOJIbHBIX [IAXT
BBITIONIHEH B [1], K HACTOAIIIEMY MOMEHTY UX AKTYaJIbHOCTh CO-
xpansercs. [I0CKOJIbKY omepaTuBHbIe Pa0OThl U TPeOOBAHUS
K obecriedyennio 6e30IacHOCTH B TOPHBIX BHIPAOOTKAX PYAHU-
KOB C [TOAI3EMHBIM CITIOCOOOM pa3pabOTKU OUeHb IIOXOXKH, TO U
TpeOOBaHUS B 3HAUUTEIBHON Mepe ocTalTca Temu xe. Cpe-
I 0COOEHHOCTENM PYAHUKOB CTOUT OTMETHUTb CPeAy PacIpo-
CTpaHeHus PafMOCUTHAJIA B TOPHBIX BHIPA0OTKAX C BBHICOKOLT
CTeIeHbI0 TIepeoTpaskeHus, CrenuduIecKyo KOHOHUTYpPaIUo
O3 MHOTO IIPOCTPAHCTBA, OTCYTCTBUE HA OOJIBIIIMHCTBE PY/I-
HUKOB METAHOBBIJIeJIeHHUS, JOIYCKAOIIee IPUMEHEHUE B IO/
3eMHBIX YCJIOBUSX 000PYIOBAHMS HOPMAJIbHOTO UCIIOHEHUS
(6e3 B3pBIBO3AIUTHL), TPEOOBAHMUSI TI0 CTOMKOCTH aMapaTypsl
K arpecCUBHBIM CpefiaM, a Takke Oosibllee pasHoobpasue BuU-
JIOB TPAHCIIOPTHBIX CPEICTB, I OPraHU3aLUH ABUKEHHS KO-
TOPBIX TPEOYIOTCS AHTUKOJUTU3UOHHBIE MEPBL.

IIpeumyinecTBa U HEJOCTATKU Pa3IUYHBIX TEXHOIOTHUI

[TOHATHO, YTO YYTh JIU HE CAMOI PACIPOCTPAaHEHHOU MPO-
671eMOI1 B YCJIOBUAX PYAHHUKA ABJIgeTca oOphiB Kabessd, 1a U
TaM, T7ie Ha [OBEPXHOCTH (pU3MuecKoe coequHeHue obecrie-
YUTh MPOOIEMATUYHO — IPUMEHSIOT OeClIpOBOAHBIE peIllle-
Hus. B crartesax [1; 2] npusenen noapo6HbIil 0630p CTaHAAPTOB
cesasu rpynn WPAN (IEEE 802.15), WLAN (IEEE 802.11), WMAN
(IEEE 802.16), mpuMeHsIeMBIX JIJISI IOCTPOEHUS MYJIbTUCEPBUC-
HBIX CeTel MPEeANpUsITUS WIA IJIS pPeaau3aliu OTAeIbHBIX
peleHuii B paMKax IPOEKTOB IHUOPOBOI TpaHchOpMaruu
pyzaHuKOB. [loka3zaHa WX MPUMEHUMOCTb OTHOCUTENBHO HX
Ha3HAYEHUs U TEXHUYECKHX BO3MOXKHOCTEN 00O0pYIOBaHMUS,
IIO/IeP>KUBAIOIIETrO TaHHbIE CTAHAAPTHL

HecMOTpSI HA TEXHUYECKYIO COCTABJISIIOIIYIO, HA PBIHKE BCE
ele TPOABUTAIOTCS CHUCTEMBl C HEONTUMAJIBHOU CTPYKTY-
POI1 C TOUKHU 3pEHUS] TeXHUKO-9KOHOMUUECKUX [TOKa3aTeJer,
HampuMmep, IoCTpoeHHble ¢ npumeHeHueM RFID-cuutsiBaTe-
JIell 1 METOK WJIM Ha ceTsx rpymnmnsl craHaapros [EEE 802.15
(ZigBee, UWB, Bluetooth), koTopblie 4acTo moxaTCs KaK MOJ-
HBII «MHTepHeT Beleli». Ha puc. 1 npencrasieHa CBogHAs UH-
dopManua mo 061aCcTIM IPUMEHEeHHUs BhIIIeNepeYrCAeHHbIX
0eCIpOBOAHBIX CTAHIAAPTOB CBS3U. B JAHHOI cTaThe IpUMe-
uenvie WPAN paccmaTpuBath He OyeM, IOCKOJIbKY UCXOIHO
TaKWe pellleHHus He MpeJHa3HAUYeHbl JJIST BBICOKOHArPY>KeH-
HBIX TPOMBIIUIEHHBIX CUCTEM, UMEIOT HU3KYI0 CKOPOCTh IIe-
penauu qaHubx (10 2 MOUT/C) U TpeOYIOT pa3MeIlieHHs Y3JI0B
Ha paccTosHuu He 6osee 75 M APYT OT Apyra (Ha IMpPaKTUKE B
O3 MHBIX TOPHBIX BHIPAOOTKAX Jake CYIIEeCTBEHHO OJIiKe).
JT0 nmenaer BO3MOKHBIM UX IIPUMEHEHUE TOJIBKO JIJISL OTHeb-
HBIX TIOICKICTEM U YBEJIMUUBAET CTOMMOCTb UHTErPAIUU B 00-
IIYIO ceTb. BeTpeuaroTces TakyKe MpeyIosKeHus 110 UHTerparuu
cucrtem cBs13u WLAN 1 WMAN c cucTeMaMiU ITOA3eMHOIM CBSI3H,
[IOCTPOEHHBIMY Ha IIPUMEHEHUH uanydaromiero Kkabesns 1. Tex-
HOJIOTHIO M3JIyYalOIero Kadess TakKe B JaHHOI CTaTbe pac-
CcMaTpUBaTh He OyaeM, TOCKOJbKY IIapaMeTphl IMHUU CBI3U
He II03BOJISIOT UCIIOIb30BATh €r0 B KAUeCTBE UHTErPUPYIOLIeit
TEXHOJIOTHH, @ 3HAUUT ero BKJIIOUEHUE B MYJIbTUCEPBHUCHYIO
CeTh yIOpO’KaeT KOMIUIEKC. B mocienHue Tpu-msaTh JeT MHO-

1 Odwmumnanshelin cant AO «UT-UHpycTpusi». Pexxum goctyna: https:/www.it-
ind.ru/
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O6nacTn NPUMEHNMOCTH
6ecrnpoBofHbIX CTaHAAPTOB
CBA3U

Application areas of wireless
communication standards

ro roeopurcs o cersax private LTE (pLTE) misa mpomeiieH-
HBIX IIPeANPUSITUN: KTO-TO IIPOBOAUT ITHJIOTHBIE TECTUPOBA-
HUS OIpeJieJIeHHbIX CEerMEHTOB CeTH, KTO-TO pa3BopauyuBaeT
TAKWe CETU HA MPOMBIINIIEHHBIX 00bEKTaX HA IMOBEPXHOCTHU
3eMiid. OHAKO IOCTATOYHOTO OMBITA IO UX JJIUTeIbHOI 9KC-
[UTyaTanuy, OOCTY>KUBAHUIO U PAa3BUTUI0 HA TOPHOPYAHBIX
MECTOPOKAEHHSAX C O0OBIYEl [TOA3EMHBIM CIIOCOOOM B HAIlEH
CTpaHe He HAaKOIUIeHO. Jlajiee OymeT MOKa3aHo, YTO ONTUMAJIb-
HBIM C TeXHHUKO-9KOHOMMYECKOH TOUKU 3PeHHUs SIBIISIeTCs IPU-
MeHeHMe npoMblieHHbIX Wi-Fi ceTell B KauecTBe HaZe>KHOM
6eCrpOBOIHOI TeXHOJIOTHH ISl U(PPOBU3ALINHU PYIHUKOB.
IIpu oleHKe mapaMeTpoB CBSI3U (HAJIBHOCTH, MPOITYCKHAS
CII0COOHOCTB, BO3MOKHOCTD UCITIOIB30BaTh CMapThOHbL U T.1.)
CTAHOBUTCS MIOHATHBIM, UTO /IS IOCTPOEHUS €UHOM OeCcIpo-
BOIHOM CeTH Uil HUbPOBU3ALMY TIPEAIPUITHS MOXKHO KC-
10J1b30BaTh TexHosoruu npomseinuienHoro Wi-Fi u pLTE. Cpa-
3y BO3HMKAaeT ujes CO3IaHus KOPIIOPAaTUBHON COTOBOM CETH,
KOTOpas K ToMy ke GyzeT obecriedanBaTb 6€30MacHOCTb 000
IomnasIIedt B ceTb UHGOPMAaLIUH, COAEePIKalIeli KOMMepPUeCKyIo,
IIPOU3BOAICTBEHHYIO HJIU Ja’ke OCyZapCTBEHHYIO TalHy, ra-
PAHTUPOBAHHYIO HEJJOCTYIIHOCTBIO CETH JJISI BHEIITHUX CBSI3el
Y 33JaHHON CAaMHUM BJIafeIbIIeM MTOJIMUTUKOM 6e30MacHOCTH.
[Ipu cpaBHEHUU 5THUX T€XHOJIOIME MOKHO 3aMeTUTb, UTO IIpe-
umyecrsa pLTE 714 mog3eMHBIX TOPHBIX BHIPAOOTOK YaCTO
0060pauMBAIOTCS UX JKe HEJOCTATKAMH U IPEeIIPHUATHE [101Ia-
JlaeT B 3aJI0’KHUKU: CUM-KapThl BbI@eT OIlepaTop CBS3HU, OH
JKe BbIZIEJIIeT pa3pelleHHbll YaCTOTHRINA AUATa30H (I0I0Cy)
B apeHny (B HAIIEl CTpaHe MOKYIKA [I0Ka He MPAaKTUKYeTCs),
a ja’ipliie — [Py Pa3BUTUU FOPHBIX BHIPAOOTOK WJIU U3MEHEHU!
KOHOUrypanuu roA3eMHOr0 IPOCTPAHCTBA — TOPHOLOOBIBAIO-
[eMy TPEeAIPUSITUIO HeJlb3sl IePeBUHYTh 6A30BYI0 CTAHIIUIO
(BC) camocrosarenbHo — mepemenieHue BC MOKeT BBI3BATh
YACTOTHBIM KOHQAUKT WM [TOMEXH, II03TOMY HYKHO CO00-
IIATh OIlepaTopy, a OH y3Ke IlepecuyuTaeT CIeKTp IJIs COoCesiei.
[Ipy 3TOM KOHEYHOro 0OOpYAOBAaHMS C MOAAEp>KKoi pLTE
(maT4nKY, UCIOTHUTENbHBIE YCTPOKCTBA) ISl CIOKHBIX CpeJ
ceifyac CylecTBeHHO MeHblire, a BOT Wi-Fi ycTporicTs 11 rop-
HOPYZAHOIt IPOMBIIJIEHHOCTH JIOBOJIBHO MHOTO, AaXKe C 3aIlH-
TOH OT UCKPBL. CTOUT OTMETUTDb M SKOHOMHUUECKYIO COCTABJISIIO-
yro: obopymoBanue ¢ noanepskkoi Wi-Fi uacto cyiecTBeHHO
nemepne LTE-o6opynoBanus. HoMeHKIaTypa IpUMEHSIEMBIX
OKOHEUHBbIX YCTPONCTB CHUCTEM TeleMeTpUU (ZaTUuKU) Ha
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TOPHOZOOBIBAOIIUX TIPEAIIPUATUSIX YACTO HE UMeeT KaHAJIOB
6eCIIpOBOHOM CBSI3H, UTO BbI3bIBAET HEOOXOOMMOCTH HHTE-
IPUPOBATDH JaHHBbIE C MIPOBOAHBIX JATYUKOB, IlepelaHHble Ha
NIPOMBILIJIEHHBIN KOHTpoJIep. K mpumepy, Ha OTe4eCTBEeHHOM
PBIHKE IIPUCYTCTBYIOT IIPOMBIIIITIEHHbIE KOHTPOJIIEPHI U ceTe-
BBIE Y3JIbl (MApIIPYTU3aTOPBI, KOMMYTATOPBI U JIP.) C IOAZIEP3K-
Koit Wi-Fi u mpoBOAHOM CBA3M pasHOOOpA3HBIX CTAHAAPTOB
(ot RS485, SBNI o 1000BASE-T), uTO 1103BOJIsIeT TMOKO KOH(U-
TYpHUpOBaTh CeTb U UHTErPUPOBATh B Hee BCE MMeloIleecs Ha
[IPeTPUATAN 060pyI0BaHKe 6e3 IOMOIHUTENbHBIX 3aTPAT.

Cuuraercs, uro npobaema npombinuiedHoro Wi-Fi — o, uto
OH MOXKeT paboTaTh TOJIBKO B YCIOBUAX HPSIMOI BUIUMOCTH,
a K puMepy, Texuosorusa LTE mossosger paboTars Ha OTpa-
>KEHHOU BOJIHE U IIPEAOCTABIIATh CBSI3b JJOCTATOYHOTO YPOBHS
kauecTBa. OfHAKO COBpeMeHHble MOAUPUKAIUU CTAHJAPTa
Wi-Fi mO3BOJMAIOT OXBAaTHIBATbL BCE OOJbIIE TEXHOJIOTHYE-
CKHX BO3MOSKHOCTel: ompenenenre mecromnonokenus (IEEE
802.11az), MOHUTOPUHT OOBEKTOB 3a CTEHOI, 3aXBAT U pac-
nosyasanue apwkenuii u xecros (IEEE 802.11bf). Pacrer u
MIPOIYCKHAS CIOCOOHOCTh KAaHANOB. Kak MOXXHO 3aMeTHTb
U3 TabIUIBl HA PUC. 2, KaXK1ble 2—3 rofa BhIXOAAT HOBBIE MO-
IUGUKALMA CTAHAAPTOB U COOTBETCTBEHHO 0OOpyIOBaHHE
¢ ux noaaep>xkoit. B 2024 r. maHupyeTcs K BBIXOAY CTaHAAPT
Wi-Fi 7 (IEEE802.11be)?, 1103BOJIAIOMIME 00ECIIEUUTh CKOPOCTh
nepefaun AaHHbX A0 46 [OUT/C, a TakkKe BO3MOXKHOCTH I1a-
paIJIeJIbHOTO UCII0/Ib30BAHUSI HECKOJIbKUX TOYeK JOCTYIIa, YTO
yBeJIMUMBAET TUOKOCTb CETH, e HArpy30uHyI0 CIIOCOOHOCTh
U CTaOUJIbHOCTD PAJMOCUTHANA IS TIONK/IIOUAEMbIX KIMEHT-
CKHX YyCTpOHCTB. IIOHS HO, 4TO NPOHU3BOAUTENIN YCTPOMCTB
OBITOBOrO HA3HAUEHUS MEPEXOIT Ha HOBbIE CTAHAAPTHI ObI-
CTpee, UeM MPOU3BOAUTENN [IPOMBIIIJIEHHOTO 000pyI0BaAHUS
U CHIeNMAIU3UPOBAHHBIX CpeACTB. HO MO>KHO NPEAIoNOosKUTS,
uro cragaapt Wi-Fi 7 Ha Tepputropuu PO Haiimer mupokoe
NpUMEHEeHHe KaK pa3 He B MAaCCOBOM CETMEHTEe U3-3a CJIOXK-
HOM CHUTyalMH C BBbIJEJIEHHEM YaCTOTHOIO AHana3oHa —
Ha 3eMHOU IoBepxHocTU nosnoca 6 I'Tiy 3aHsaTa mox craHgapr
5G. B momseMHOM MPOCTPAHCTBE PYAHMKOB U maxT pabo-
Ta CeTeBoro 00OPYAOBAaHUS B IAHHOM PaJAMONUAIA30HE He
OKa’keT HUKAKOTO OTPUIIATeJIbHOTO BIUSHHUS HAa paHee 9KC-
IUIyaTupyemble cucTeMbl. Ha cerogHsIHuil 1eHb ONbIT 9KC-
wiyarauuu noazeMuoro Wi-Fi-o60pynoBaHus B TOPHBIX BbI-
paboTKaxX IOKA3bIBAET, UTO B KOMIUIEKCHBIX CHCTEMAX TUIA
«YMHag maxta» ® mpuMeHSIOTCS caMble COBpeMeHHbIe CTaH-
lapThl CBS3H, BIUSHUE NIepeoTpa’keHus BOJIH CBeeHO K MU-
HUMYMY UJIM He UMEeT BIIUSHUS Ha TeXHU4YeCKUe IapaMeTphl
cucTeMsl. YeToitunBas pabora 6eCrpoBOAHOM CEeTU B pasind-
HBIX YCJIOBHMSIX PACIpPOCTPAHEHUSI PAZHUOBOJIH U PA3JIUYHBIX
VCJIOBUSAX OKPYKAIOIIEN Cpeibl 00eCrieynBaeTCs IPOU3BOAU-
TesieM 00OPYI0BAHUS 38 CYET OPUTHHAIBHBIX CXEM aIalTUB-
HOU MOZYJISIIUY, KOTUPOBAHUS, CHHXDOHU3AIIUH.

Eme omHOI 0COOEHHOCTHIO MOCTPOEHUS IIPOMBIIIIEHHOM
6ecripoBONIHON CeTH B PYAHMKE SBJISAETCS HEOOXOMUMOCTb
pe3epBUpOBaHMs KAaHAJIOB CBsA3u. Kak mpasuso, 6azosbie
cranuuu LTE He nMeIOT BCTPOEHHOro akKKyMYJISITOPA U «KU-
BYYeCTb» TAKOM CETH Ha IIPOMBIIUIEHHOM 00bEKTE PE3KO CHHU-
SKAeTCs BCe 0 TOM JKe TIPUUYUHE — 0OPBIB Kabess, a pe3epBu-
pOBaHHE OKa3blBAeTCS BeCbMa 3aTPAaTHBIM C 9KOHOMHYECKO
TOYKM 3peHusl. Kpome TOro, KOHCTPYKTHUBHOE HCIIOJHEHHE
CeTeBBIX Y3JIOB JOJDKHO OOEeCIeYrBaTh MX HANEKHYIO 9KC-
[UTyaTaLNIO B CIOKHBIX YCIOBUSIX, U, COOTBETCTBEHHO, duiep
(muHMS mepenay) AU BBIHOCHBIX aHTEHH TAKKe IONafaeT B
30HY pHUCKa.

2 |EEE Standards Association. Pexxum poctya: https://standards.ieee.org/
ieee/802.11bf/10365/
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MNMokoneHune g A A A A
craHpaptos Wi-Fi Wi-Fi 4 Wi-Fi 5 Wi-Fi 6 | Wi-Fi 6E Wi-Fi 7
lNop BbINycka 2007 2013 2019 2021 2024
CraHpapr IEEE 80211 n| 802.11ac 802.11 ax 802.11 be
Makc. nponyckHasa
Ccnoco6HOCTbT, F6uUT/C 1.2 2 s e
YncToTHbIA AnanasoH, 2,4 5 2,4 6 1-7,25
My 5 5 (BT1.4.2,/4,;5;6)
Be3onacHocTb WPA 2 WPA 2 WPA 3 WPA 3

20 20, 40, 80 20, 40, 80
LLinpuHa kaHana. MIlNy 40 80480, 160 80480, 160 po 320
Moavnsums 64-QAM | 256-QAM 1024-QAM 4096-QAM

AynaL OFDM OFDM OFDMA OFDMA (pacluvpeH.)
4x4

4Ax4 8x8 UL/DL 16x16

MIMO MIMO,
MIMO DL MU-MIMO MU-MIMO MU-MIMO

Puc. 2 Fig. 2 Puc. 4 Fig. 4

Passutue texHonoruun Wi-Fi
(cemeiicTBO cTaHaapToB IEEE802.11)

Puc. 3

Basosas craHuma Wi-Fi
PYAHUYHAsA CO BCTPOEHHbIMU
aHTEeHHaMM U aKKyMY/IATOPHOM
noaaepXKoi (npoussoautesnb —
00O HMN® «MpaHu», Poccuitckas
depepauus)

Fig. 3

A mine Wi-Fi base station

with built-in antennas and
battery support (manufactured
by 'NPF Granch' Ltd., Russian
Federation)

Ecau roBoputh 06 HHTErpanyy CHCTEM OIPeNeICHHS Me-
crononoxeHuss ¢ pLTE-cerpto, TO 3mech TOKe IMOKa BCTaeT
BOIIPOC O TOM, YTO CYIIECTBYIOIME HA PhIHKE CUCTEMBI Me-
I0T OKOHeuHoe obopymoBanue ¢ moaaepskkoit Wi-Fi wim naxe
OCHOBAHBI HEITOCPEJCTBEHHO HAa U3MEPEHUH YPOBHS CUTHAJIA B
Wi-Fi cern. Ha puc. 3 u 4 npuseziero ¢poro obopynosanus Wi-Fi
(6azoBas cTaHIMs, TOJIOBHOM CBETHIBHUK C BUAIEOKAMEPOI) OT-
€4eCTBEeHHOTO IMPOU3BOJCTBA, IPUMEHSIEMOr0 B PYIHUKAX JJIS
obecrieuenus KabeabHON U/Wid OeCIpOBOTHOM CBA3bI0 MHO-
rodYHKIIMOHAIBHBIX CUCTEM CBSI3H, OIIPEeJIEHIS MECTOI0JIO-
>KeHUS, ONIOBEILeHUS U ITIOMCKA JIIOAel, 3aCTUTHYThIX aBapuers;
cucreM cbopa u nepenaur MHGOPMAaLUU U UM aHAJTOTHYHBIX.

IIpuMep TeXHUYECKOTO pemieHus!

Kak 6bL10 IOKA3aHO BbIllle, B PYAHUKAX [l MUHUMU3AIUN
3aTparT U MOBBIIIEHUS HAJIeSKHOCTU UMeeT CMBICII IIPUMEHSITD
IIO/IXOJI, [I0 IIOCTPOEHUIO eMHOM CeTH Mepeiaun JaHHbIX, o0e-
CIIeYUBAIOIIEN He TOJIbKO TOJIOCOBYIO CBSI3b, TEJIEMETPUI0 U
BusieoHabmonenre. HeobXoquMo UHTErpUpOBaTh B 3Ty CETh
CHCTEMY OIpesieJieHUs] MECTOIIONIOKEHHs TOPHOPAOOUUX TIOT
3eMJIell, CUCTeMy Iepefjaydl JAaHHBIX C MHIAUBHUIYaJIbHBIX HO-
CHUMBIX YCTPOMCTB, CUCTEMY aBaPUIHOIO OIIOBEIeHHs], BBIBOZA
JIFONIeN TIpYU aBApUM U IOWCKA IocTpaxaBiux. CoBpeMeHHOe
000pyIOBaHUE TIO3BOJISET ONTUMU3UPOBATh TAKOE KOMILJIEKC-
HOe pellleHHe M0 MOCTPOEHUI0 MYJIbTHUCEPBUCHON CHCTEMBbI
CBS3U U 6€30IaCHOCTH C HCIIOIb30BaHueM TexHosoruu Wi-Fi.
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Development of the Wi-Fi technology
(IEEE802.11 family of standards)

Ha maHekeHe
ropHocnacaTensi rofioBHOM
LIAXTePCKUi CBETUNBbHUK

Cc BUAeoKkamepom,
chyHKUMAMMU onpeaeneHus

Dummy of a mining
rescue worker
wearing a headlamp
with a video camera,
location detection

MeCTOMNO/IOXEeHUs functions with Wi-Fi
c nogaepxkoi Wi-Fi support
(npousBopuTenn — (manufactured by

00O HM® «MpaHu»,
Poccuiickaa ®Pepepauums)

'NPF Granch' Ltd.,
Russian Federation)

OreuecTBEeHHBIE pelIEeHHUS IIO3BOJISIIOT PA3BEPHYTH B IIOA3EM-
HBIX TOPHBIX BHIPAOOTKAX OECIPOBOIHYIO CETh II0 CTAHAAPTY
IEEE802.11 m1a paboThl B Hell 0OJIBIIOro YKCiIa KIUEHTCKUX
YCTPOKCTB (AJIs MOA3€MHOr0 IepCoHasa, TPAaHCIOpTa U TeX-
HOJIOTUUECKOr0 000pPYIOBaHUA), 00eCIeunTh nepenavy Tpa-
¢duKa pas3MUUHBIX TUIIOB JAHHBIX HA MAruCTPaIbHYIO JIUHUIO,
mocTpoenHyio mo cranaapty 1000BASE-T, u yuects TpeboBa-
HUS K HaJIeSKHOCTH CeTU Ilepefiayull JaHHbIX.

«{ucpoBoIt pyAHUK» CETOAHS — 3TO AMIapaTHO-IPOrpaMMm-
HBII KOMIUIEKC Ha Oase euHON MYIbTUCEPBUCHOM CETHU Iepe-
Jlauyl JAHHBIX, B KOTOPOM:

— WHAMBUYyaJIbHblE CBETWILHUKU FOPHOPAOOUNX yiKe uMe-
10T Ha 6OPTY BCe HEOOXOMUMbIE MOAY/IH, B YdCTHOCTH, MOJY-
nu Wi-Fi, Moxynu ompeneneHHs] MeCTOIIONIOKEHHUS], JaTUUKU
razoB (CH4, 02, CO2, CO u xp.), MOAYJIb OIIOBEI[eHUSs, BUIEO-
KaMepy U IpyTHe;

— 6aszoseie craniyu Wi-Fi UMEOT BCTPOEGHHYIO aKKyMYJLs-
TOPHYIO IMOJJIEPKKY U BCTPOEHHBbIE aHTEHHBI (YBEIUYUBAIOT
«KHUBYYECTb»), & TAK)KEe 0OECIeYnBAIOT AaBTOMATHYECKOE pe-
3epBUPOBAHKE IIPOBOJIHBIX KAHAJIOB CBA3HU OECIIPOBOAHBIMY;

- moA3eMHasl CeTh OOecreurBaeT HEMpPephIBHOE PaIHOIO-
KpBITHe, HofaepskuBaer cmaptdousl ¢ VoIP, uHTerpupyercs
¢ cucremamu ACY TI1 6e3 mOmOIHUTENbHBIX 3aTPAT, II03BOJI-
€T pa3BepHyTh OA3EMHYIO CUCTEMY BUIEOHAOIIONEH S,

— obecrieunBaeTcs BBICOKAS CKOPOCTh PabOTHI aaropurma
ompesiesieHusT MECTOIIOJIOKEHHUs IIepCOHAIA U TPAHCIIOPTa;

— peanu3yercs MHTErpanusd C CHUCTeMOH MpeNOoTBpAaIeHUs
CTOJIKHOBEHUl (KOJIIM3UU TPAHCIOPT-TPAHCIOPT, TPAHC-
IIOPT-IIepCOHAI);

— Ion3eMHasl CeTh MUHTETPUPYETCS C CHCTEMaMU CBSI3U HA
00'bEKTaX MPOMBIIIJIEHHOTO TPEANPUSITUS, HAXOAAIIUXCA Ha
[IOBEPXHOCTH (Kapbep, 060raTUTeNbHbIN KOMOUHAT, aIMUHH-
CTPATUBHO-OBITOBBIE IOMEIIEHHS U P.);

- ofecrieunBaercs 3alUTa AAHHBIX BHYTPU CETH MHOTO-
byHKUMOHAIBHOI CHCTEMBI 6€30IaCHOCTH (TUTaHbI TOPHBIX Pa-
60T, TaHHbIE TeJIeMEeTPUH, [IEPCOHATIbHBIE TAHHbIE U AD.).

OTJenbHbIE MOACUCTEMbI A HUPPOBU3ALUK PYIHUKA HA
pPBIHKe TIpeCTaBJIeHbl IINPOKO, ONHAKO BBIIIEONMCAHHBIIN



KOMIUTIEKCHBIH noaxon mpemasaraer Toabko OO0 HIIO «paxu»
(r. HoBocubupck)®. KpoMe TOro, Bce pelieHus OT JaHHOIO IIPOo-
M3BOAMTEIS IIOCTPOEHBI C IPUMEHEHNeM KaK 000pyIoBaHus,
TaK U nporpaMMHoro obecredenus ([10) coGcTBeHHOI paspa-
60Tk, LlndppoBusanus pyIHUKA HA TAKOM TeXHUUYECKOi Haze
XOPOILIIO COIIACYeTCsI C KypCOM Ha UMIIOPTO3aMellleHUe, B CBSI3U
¢ TeM, uto ¢ Hauasna 2025 I. 00’beKThI KPUTUYECKOM HHpOpMaL-
OHHOM UHPPACTPYKTYPHI (2 K HUM OTHOCATCSA U TOPHOL00BIBA-
IOI1e TIPEANpPUITHS) He CMOTYT UCIIONIb30BaTh UHOCTPAHHOE
T10, — 3HAUUT MOJDKHBI OYAYT IEPENTH Ha OTEUeCTBEHHOE!,

3akiarouyeHue

K uudpoBuzaumy MMPOMBIINUIEHHUKH CTPEMSTCS BBHLY
OrPOMHOTO TEMIIA PA3BUTHS TEXHOJIOTHIA, A TAKIKE II00aIbHO-
IO IBMCKEHUS B CTOpoHy «UHaycrpun 4.0» C OpraHu3arues mpo-
1ecca aBTOHOMHOR JT0ObIYM ChIPbsL. I pOCTa TEMITOB J00bIYM
KOMITAaHUU UHBECTUPYIOT B 000PYI0BAHKE, KOTOPOE HEMOCPeI-
CTBEHHO Yy4YacCTBYeT B TEXHOJIOTHUECKUX IPOIeccax: KoMOari-
HbI, OYPOBBIE CTAHKH, [IOTPY30UHO-I0CTABOYHYIO CIIEI[TEXHUKY,
CHUCTEMbl AaBTOMATU3UPOBAHHOTO YIIPABJIEHUSI. ABTOMATH3A-
[¥sl TIPU3BAHA CHUJKATH PUCKU BO3HUKHOBEHUS ABAPUIHBIX
WHIUEHTOB, TeM HE MeHee IEePUOANYECKH Mbl HAOJofaeM
CUTYAIHUIO, KOIJja Ha TOPHOAOOBIBAIOIIMX IPEAIPUATUSIX TIPO-
HICXOMST IIOKAPHL, B3PHIBBL U IPYTHE aBAPUH, YHOCSIIHE SKUSHU
noneit. Basken moxgxon K obecriedeHuro 6e30macHocTy padorT.
Cucremaruyeckas paboTa ropHOI0OBIBAIOIIMX [IPEANPUSITHIL B
obnactu obecrieuenus: 6e30MACHOCTH BeIEHUS TOPHBIX padoT
JIOJDKHA [IPECTIefOBATh CBOEI LEIbI0 HE TIPOCTO aOCTPAKTHOE
CHW)KEHHE [I0Ka3aTesisl IPOU3BOACTBEHHOIO TPABMATH3MA,
a TPeJOTBPAIleHUe OMACHBIX UHIUAEHTOB KOHKPETHBIMH Me-
pamu. Takue Mepbl HAa COBPEMEHHOM YPOBHE TEXHUKH MOTYT
HAZIEKHO 00ECIeunBaThCs 33 CUET MOCTPOEHHUS eUHOM Hd-

3 OdpuumanbHblii caitt OO0 HIMd «MpaHu». Pexkum goctyna: https://www.granch.ru/

4  ®epepanbHblii 3aKoH «O 6€30MacHOCTY KPUTUYECKON MH(OPMAaLIMOHHON UH-
dpacTpykTypbl Poccuiickoin Pepepauum» ot 26.07.2017 Ne187-D3; Ykaas MNpesngeHTta
P® Ne166 ot 30.03.2022 r.; 3akoHonpoekT Ne293499-8 O BHeCceHUN N3MEHEHNS B
ctatbio 12-1 PepepanbHoro 3akoHa «O6 nHhopmauun, MHHOPMALMOHHbBIX TEXHOO-
rmax v o salyTe nHopmMaumum» (B 4aCcTW YTOUHEHWS rocy4apCTBEHHOro perynmposa-
HUA B chepe NCMOoNb30BaHNS POCCUNCKUX NPOrPamMM 151 3N1EKTPOHHbIX BbIYUCIUTE b=
HbIX MaWWH 1 6a3 aaHHbIX). Pexxum pgoctyna: https://sozd.duma.gov.ru/bill/293499-8
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POBOI Cpeibl OIIACHOIO IPOU3BOACTBEHHOrO 0ObEKTA. 3aJI0r0M
YCIIEITHOTO ITOCTPOEHUS «IIUPPOBOrO PYAHUKA» SIBJISIETCS IIpa-
BWJIBHO CIIPOEKTUPOBAHHAS MYJIbTHCEPBUCHAS CETb.

[Tpomebiutennsie Wi-Fi cetu mo-npeskHeMy OCTarOTCSI OITH-
MaJIbHBIM CTAHAAPTOM CBSI3U JUISI TIOCTPOEHUSI BBICOKOHATPY-
SKEHHBIX MHOTO(YHKIMOHAJIbHBIX CHCTEM Ha TOPHOMO0BIBAIO-
IIUX IPEeNIPUSTUSIX U UMEIOT ST IPeUMYIIeCTB Iepest CeTSIMU
pLTE u npyrumu pemenusmu. Ceru cranmapra IEEE 802.11
HMMEIOT BBICOKYIO ITPOITYCKHYIO CIIOCOOHOCTb, IIO3BOJISIIOT CTPO-
UTh THOKHE MPOCTPAHCTBEHHblE KOHQUIYpPAIMHA DPaJUOCEeTH,
00€eCIeynBar0T KOPPEKTHYIO UHTErPAIMIO JAHHBIX PA3TUUHBIX
nogcucreM 0e3 JOIOJHUTENbHBIX 3aTpaT. AIMUHUCTPUPOBA-
Hue, MaciITabupoBanue, OOHOBJIEHHE, TEKYIIAs IKCIUTY ATAIUS
TAKUX CeTeil OyAyT HAXOMUTHCSI B 30HE OTBETCTBEHHOCTU CO-
TPYAHUKOB BJIaJIe/IbId CeTH. ITO 3HAUUTEIbHO CHIKAeT BpeMst
peaxuuy Ha 3ampockl MOJIb30BaTesNel U M03BOJIsIeT afanTHpO-
BaTb PECYPCHI CETH IOJ TEKYIIHE HY>KbI KasK0H U3 KATerOpuit
nonb3oBaresedt. [Ipu paccMoTpennu GUHAHCOBOM COCTABIISIO-
el MOKHO Tak>Xe YBHUETb P MPEeUMYIIeCTB: CpeiCTBa Ha
CBA3b HE YXOJIAT CTOPOHHEMY OIIePaTOpy, 4 OCTAIOTCS B OIOfIKe-
Te KoMnaHuu. Poct o6’bema TpaduKa, KOIUIEeCTBA [I0Ib30BATe-
JIel, pacliupeHne Iepevyns yCIyr/CepBUCOB U paclpeeieHne
YPOBHEIT I0CTYIA CPEeAU BHYTPEHHUX a0OHEHTOB MOJHOCTBIO
HAaXOJIWTCS B PyKax BJIafieJIblla YaCTHOI ceTH. BMecTo rraTsl
3a YCIIYTH CTOPOHHEMY ITOCTaBIIUKY Biajiesiel] HeceT 3aTpaThl
HIDKe U TOJIbKO Ha TeKYIIYIO 9KCIUTyaTaluIo.

Ha poiHKe mpefcTaBiieHbl OTeUeCTBEeHHBIEe PeIeHUsT IIPO-
meinuienuabix Wi-Fi cerelt, 3apekoMenzoBasiie cebs B TOp-
HOMOOBIBAIOIEH OTPAC/IH, IIO3BOJISIOINE PEAJIU30BaTh IIPO-
€KTBI 10 IU(PPOBU3AIMHU PYIHUKOB. Hanbosee momxonammum
JUIS LIeJIell pasBepThIBAHUA MYJIbTHCEPBUCHOI OeCIpOBOIHOIM
Wi-Fi cetu «1tudpoBOro pyaHuka» C TOUKU 3peHusT QyHKIHO-
Hajla U HAJeXHOCTH ABJIAEeTCS 00OpYHIOBaHME IIPOU3BOJICTBA
000 HII® «Tpanu». TubKag ajanTanusg K HY>KAaM KOHKDET-
HOTO J0OBIBAIOLIErO TPEAIPUATHS IIO3BOJIAET MAKCUMAIbHO
addekTuBHO paboTaTh HAJ MOBBIIIEHUEM YIIPABIAEMOCTH
TEXHOJIOTUYECKUMH IIPOIeCCaMU U CHIDKEHHUEeM ITPOU3BOJ-
CTBEHHOT'O TPAaBMAaTHU3Ma U YMCJIA aBAPUIHBIX UHIIUIEHTOB.
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